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EP3120
Creditable Isolated CIS System

The EP3120 is an integrated information and Reliable Security

communications system which allows to manage

and guard classified information up to e The EP3120 system is prepared so that it can be
CONFIDENCIAL level or equivalent operated in a ZONING 1 classified area.
NATO/EU/ESA.

This system is integrated and configured by
EPICOM so that it can overcome an accreditation .
process complying with the CCN-STIC 301 EP3120 system composition
regulations since all the guidelines required to an
isolated CIS system (Communication and
Information System), which requires the approval
to manage and guard classified information up to
CONFIDENCIAL level or equivalent
NATO/EU/ESA, have been applied.

¢ A laptop configured as system customs element
and which allows to scan with an antivirus all the
files and software packets that have to be
transferred to the isolated computer. It does not
contain classified information in clear.

¢ An isolated laptop configured to manage and store
the classified information.

e An EP852 Token device which operates as an
encryption device and allows to transport encrypted
information through non classified systems.

e A set of USB Memories for the transfer of
information coming from other systems.

e Hard disk encryption software (installed on each
computer: the customs one and the isolated one).
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